www.utoronto.ca/teachingstation/tsj/handbook.html

Appendix
Pre-Configuring your laptop for the TSJr

Grab a cup of coffee and take 20 minutes before you go to the classroom
to set-up your laptop

First thing is to REFRESH your UTORId STATUS

https://www.utorid.utoronto.ca/cgi-bin/utorid/verify.pl

(or go to www.utorid.utoronto.ca and click verify at the bottom)
This will confirm that your UTORId is active
& refresh it to work with the TSJr

12/10/24
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* You need to have administrator access to pre-configure your laptop

For Service Pack 3 (all XP laptops likely have SP3).
Different versions of XP may have slightly different buttons for getting to
the control panel and network settings.

Click START button
(lower left of desktop)

L‘:_ej Docurnents 4

Settings b & Contral Panel

p= e_; Metwork, Connections
f) Search 4

%2y Printers and Faxes
a Taskbar and Start Menu

Open CONTROL PANEL (you may
have to select SETTINGS first)

Help and Support

4=] Run..

@ Shut Down, ..
Itﬁﬁtart

Windows XP Professiona
@ :

Double-Click on the
ADMINISTRATIVE TOOLS icon
(you may have to select
PERFORMANCE AND

H :a My Computer icrosol FannEwor
MAINTENANCE first) & Network aces ks, ot AET Framerork 1.1
T

Shortcut

Details ¥ Performance
Shortout
ZkE

Double-Click the SERVICES icon

¥, Services =] B3]

Eile Action Wiew Help

o ||mERR @m0
Esawices(mcal) #, services (Local)

Wired AutoConfig Mame  / | Description

Scroll down the list and double-
. %mdnws CardSpace  Securely ...
C I | Ck on WI R E D A U TO CO N F I G Stop the service Swindows Driver Fo...  Managesu... Started

Restart the service

%Wmdnws Firewal/T... Providesn... Started
%Wmdows Image Ac... Providesim... Started

Description: Swindows Installer adds, madi...
l‘n;é:g‘[‘;g:’:ﬁ”é“ﬂs_‘éff; ?r?tzelr]v;;ms Sindows Managem... Provides a... Started
%Wmdows Managem... Provides s...
WI RED AUTOCONFIG \ %WmdowsMed\aP\a‘.‘ Shares Win...
%Wmdows Presentat... Optimizes ...
%Wmdows Search ... Starbed
\ %Wmdows Tirne tarted

YWfired AutoConfig a
%W\rs\sss Zero Corfi.,

tarted
%WMI Performance ...  Provides p...
%Wurkstat\un Creates an.., Started =
»

Started
41 |

[E]

| Skatus

Extended 4 Standard /
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You've just opened the wired
Autoconfig box.

Wired AutoConfig Properties (Local Computer) W

General | Log On | Recovery | Dependencies |

Change ‘Startup Type’ drop-down
from ‘Manual’ to Automatic —

Service name: Dot3svc

Display name: r"““i AutoCorfig|
Fl'his service performs IEEE 802 1X authentication
n

Click APPLY Ethemet interfaces
ble:
AWINDOWS em32'evchost exe 4 dot3sve
Click START \ F o el 1
Startup type: W_:

(make sure you do those
3 in that order)

Service status:  Stoy

You can specify the start parameters that hy when you start the service

Click OK from here.

(closes all windows) W |
~

| ok || cancel (|| Apply |

Click START £ 4 Documents '

E f Settings B’ Cantrol Panel

0 - i
(may need to go to SETTINGS) I ) seann b & L""ft”:”rk':”d”;e‘“””s
Open CONTROL PANEL % Q) Help and Suppart a Taskbar and Start Menu

E S=J] PRun...
(may need to go to NETWORK AND £
INTERNET CONNECTIONS) ad (& steoown

Open NETWORK CONNECTIONS [ stan
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‘5 MNetwork Connections

Jﬂle Edit WVjew Favorites Tools Advapced  Help

J QBatk - O - lg ‘)D search l|_.-— Folders ‘ v
J Address I@__, Hetwork ConfEckians

Right click on
LOCAL AREA CONNECTION

N LAN or High-Speed Internet
Network Tasks ES \

Connection

[5] Create anew unplugged, Fire..,

select PROPERTIES conmection

3 Set up a home ar small
office network

& Change Windows
Firewsall settings

‘; Disable this network,
device

I@ Renarne this connection

Change settings of this
connection

b=l ..

Wireless Metwork Connection
Connected, Firewaled
il IntelfR) PROMireless 291548,

5

F

Click on the AUTHENTICATION TAB

=L Local &gea Connection Properties W

802.1X should be Checked General | Authertication
(by default) \

Select this option to provide authenticated network access for
\ this Ethemet adapter.

(if you don’t see the Authentication tab Enable |EEE 202 1X authentication
then you do not have
ADMINISTRATOR access - contact

. ) > | Protected EAP (PEAP) [v] [ Setings.. )
your IT department for conflguratlon)/

Rache user information for subsequent connections
W
this networl

Choose a networs authentication method:

select Protected EAP (PEAP) from
the drop down menu

If you want the computer to remember
your UTORId, check ‘Cache user ——
information’. If you want to be
prompted for your UTORId each time 0K J[_Cancel
you plug into a TSJr, leave it blank.

click on SETTINGS
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Check off Protected EAP Properties 2B
AddTrust External CA Root When connecting:

|Z Validate server certificate

. [Jconnect to these servers:
Don’t see the AddTrust certificate ' ]
on your list? Download it here: o e
[A AddTrust External CA Root E’
http://www.utoronto.ca/teachingstation/tsj/certificate.html E 2:31”"_" Online Roat Ceyrieation futhodty 1
|:| Certiposte Classe A Personne
[] certiposte serveur
1 1 [ Certisign - Autoridade Certificadora - AC2
C I IC k CO n fl g uren eXt to th € O Cerﬁsizn - Autoridade Certificadora - AC4 ™
n ” - _\ fm ra
Secured Password” dropdown option <l | ()
|:| Do not prompt wt orize new servers or trusted
certification autharities,
Uncheck “Automatically use my windows login...” Select Aufrenticsson Hethod: _
| Secured password (EAP-MSCHAP v2) Iﬂ [ Configure... ]
(we want to use your UTORId login, [JeEnable Fast Reconnect
X ) []Enable Quarantine checks

n Ot yo u r Wl n d OWS Iog | n) [ bisconnect if server does not present cryptobinding TLV
Click OK (closes box) x

when connecting:
When you connect to the TSJr, a pop-up will
show on the bottom right of your desktop asking
for additional information (your login).
Click & enter your UTORIid and password.

r Automatically use my Windows logon name and
password (and domain if any)

Cancel

Where it asks for DOMAIN, leave it blank

() Additional information is required to connect to the network
Click to provide additional information and connect

el

FINISHED

=
-

=10, o0:5E M

If you lose the pop-up bubble you can always get it back by unplugging and
re-plugging in the network cable.



